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Recent developments of digital image production and applications have increases importance of
digital image compression and security in today’s world. The proposed method is developed to
combine both compression and security of image. Compression is achieved by the remova of
redundant data. Discrete Wavelet Transform (DWT) is a recently developed compression technique
in image compression. The existing methods to encrypt images usually treat the whole matrix as the
key which makes the key too large to distribute and memorize or store. To solve this problem, in this
proposed method key controlled matrix is constructed using the logistic map and the Arnold
transform is used for image location scrambling.
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INTRODUCTION

During the last decade, the use of computer networks has
grown enormously, and this growth continues unabated.
Almost al networks are being installed, interconnected, and
connected to the global internet. Through internet more and
more information has been transmitted. The information is not
only text, but also audio, image, and other multimedia. Image
security has become an important topic in the current computer
world. To solve those problems, the common method is image
scrambling technology. In recent years, many researches of
watermark preprocessing only confined to the location
scrambling, and didn’t guarantee the security. This paper puts
forward an encryption algorithm combing Logistic chaos
system and position scrambling system (Arnold transform), and
reach a better effect. It can enhance the robustness of image
encryption.

Compression

The goa of image compression is to reduce the amount of data
required to represent a digital image to reduce the large storage
capacity and transmission bandwidth. The Discrete wavelet
transform (DWT) has gained widespread acceptance in signal
processing and image compression.
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The performance of discrete wavelet transforms based coding
depends on the wavelet decomposition level and threshold
value.

Threshold Coding M ethod

In level dependent threshold coding method, each transform
coefficient is compared with a threshold. If it is smaller than
the threshold then it is set to zero. If it is larger then it will be
retained. Different threshold values for different decomposition
level are used. By applying hard threshold the coefficients
below this threshold level are zeroed, and the output after a
hard threshold is applied and defined by this equation:

x(t), |x(t)| >T
Ynara () = (E itlhe(r)v!aise
Where x(t), the input signal and T is the threshold.
L ogistic map

Chaos system is often used in cryptography due to its pseudo
randomness and sensibility to the initial condition, the
definition of Logistic map is
Xnp1=pXy (1— X)), X, (0,1)

It becomes chaotic when the parameter 1 [3.57 4].
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The proposed | mage compr ession—encryption algorithm
Chaos and Cryptography

The close relationship between chaos and cryptography makes
chaos based cryptographic algorithms as a natural candidate for
secure communication and cryptography chaos based
encryption techniques are considered good for practical use as
these techniques provide a good combination of speed, high
security, complexity, reasonable computational overheads and
computational power etc.

Characteristics on the chaotic maps

The characteristics of the chaotic maps have attracted the
attention of cryptographers since it has many fundamental
properties such as ergodicity, sensitivity to initial condition and
system parameter, and mixing property, etc. Most properties
are related to some requirements such as mixing and diffusion
in the sense of cryptography. Therefore, chaotic cryptosystems
have more useful and practical applications.

Logistic Map

The logistic map is a polynomial mapping (equivaently,
recurrence relation) of degree 2, often cited as an archetypal
example of how complex, chaotic behaviour can arise from
very simple non-linear dynamical equations. The map was
popularized in a seminal 1976 paper by the biologist Robert
May, in part as a discrete-time demographic model analogous
to the logistic equation first created by Pierre Frangois
Verhulst. Mathematically, the logistic map is written as:

Xny1=1Xp 1- Xy

where this nonlinear difference equation is intended to capture
two effects.

Reproduction where the population will increase at a rate

Starvation (density-dependent mortality) where the growth
rate will decrease at a rate proportional to the value
obtained by taking the theoretical "carrying capacity” of the
environment less the current population.

However, as a demographic model the logistic map has the
pathological problem that some initial conditions and
parameter values lead to negative population sizes. This
problem does not appear in the older Ricker model, which also
exhibits chaotic dynamics.

System M odels

The system model contains 4 main modules.They are DWT,
Key Matrix Generation, Arnold transform, Encrypted | mage

DWT

A discrete wavelet transform is used to decompose the image.
KEY MATRIX GENERATION
Chaos system is used to create key matrix for encryption.

The Key matrix  is constructed as a circulant matrix. The
original row vector of the circulant matrix is controlled by the
logistic chaos map. The steps are as follows

A sequence with length 2N by logistic map with initia
condition.

Xo1 is generated; abandon the preceding N elements to
obtain the sequence, which are used as the initial row
vectors of the circulant matrices.

The circulant matrix  is constructed with the initial row
vectors. To reduce the relevance among the column
vectors, the first element of vector will be the result of
multiplying by A, where 2 <i <M and A > 1, and the
iteration:

proportional to the current population when the population @ i,1 = A @[ - 1L,N) i, 4
sizeissmall. @i, 22N =N\ @@(E-1LLN-1) ...coceviinnn. 5)
Keyl Key2 Tteration1 Iteration2
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Fig. 1. Process of the encryption algorithm
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Fig. 2. Histogram: (al) Lena; (a2) encrypted Lena; (b1) Cameraman; (b2) encrypted Cameraman; (c1) Peppers;
and (c2) encrypted Peppers

(@) Input Lenaimage (c) Encrypted image with key (Xo;
=0.11 and xg, = 0.23)

(c) Encrypted image with key (xo; = 0.11 (d) Difference between two encrypted images
and xg, = 0.23 + 10°%9) (b) and (c).

Fig. 2. Sensitivity of Chaos system
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Arnold Transform
The pixels of the blocks are scrambled by Arnold transform.

EXPERIMENTAL ANALYSIS AND RESULTS
Histogram

The image histogram is often used to analyze the performance
of the image encryption algorithm. It is the best when the
values in the histogram of the encrypted image are fairly
uniform in distribution or the second best when the histograms
of different encrypted images are similar to each other. Fig.
5(al), (bl) and (cl) are the histograms of Lena, Cameraman
and Peppers, respectively. And Fig. 5(a2), (b2) and (c2) are the
histograms of their encrypted images, correspondingly. The
histograms of the two original images are obvioudy different
from each other, while their encrypted images have similar
histograms. After a large number of parallel experiments,
shows that the histograms of the cipher texts of different
original images are similar to Fig. 5(a2), (b2) and (c2). That is
to say, the proposed agorithm can frustrate the statistical
analysis attack.

Sensitivity Analysis

An ideal image encryption procedure should be sensitive with
respect to both the secret key and plain image. The change of a
single bit in either the secret key or plain image should produce
a completely different encrypted image. To prove the
robustness of the proposed method, we will perform sensitivity
analysis with respect to both key and plain image.

Key Sensditivity Analysis

High key sensitivity is required by secure image cryptosystems,
which means that the cipher image cannot be decrypted
correctly although there is only a dlight difference between
encryption or decryption keys. This guarantees the security of
the proposed method against brute-force attacks to some extent.
For testing the key sensitivity of the proposed image encryption
procedure, we have performed the following steps:

An original image in Fig. (a) is encrypted by using the
secret key Xo; =0.11 and Xg, = 0.23 and the resultant image
isreferred as encrypted image A as shown in Fig. (b).

The same origina image is encrypted by making the slight
modification in the secret key i.e. Xg; =0.11 and Xg, = 0.23
+ 10 and the resultant image is referred as encrypted
image B as shown in Fig. ().

Finaly, the difference between the encrypted images A,
and B are compared is shown in Fig. (d).

It is clear that the encrypted images even though these have
been produced by using dightly different secret keys. Key
sensitivity analysis shows that changing one bit in encryption
key will

Conclusion

By using the key controlled circulant matrix using chaos
system, the proposed method is secure. By using Arnold
transform the compressed and encrypted image is scrambled,

the security is enhanced further. The proposed encryption
algorithm combines both Arnold transformation and Logistic
chaos system. The encrypted image is analysised from the
histogram, the key sensitivity and the correlation of adjacent
pixels, shows that the proposed method resist to different
attacks. Since the agorithm used the number of Arnold
transformation and the initial value of Logistic chaos system as
the key, the key spaceis big, and have a strong sensitivity.
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