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Uploading anonymous data over untrustworthy cloud service providers (CSP), the privacy and 
security concerns emerge over the authenticity of the query answer and the leakage of the Data Owner 
(DO) identity. 
reveal identity of data owner. In this paper we try to review some techniques and methods which can 
be used collaboratively to satisfy the aforementioned requirements. These techniques are ring 
signature scheme for anon
non-repudiable service protocol using online trusted authority (TA). To protect trading behavior 
between the user and the cloud service provider, non
transmission of the query answer and the verification object (VO).
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INTRODUCTION 
 

With the advances in wireless networks and Internet of Things 
(IoT), large amount of data is collected. As time goes, this fast 
growing data become hard to store due to weak storage and 
computing resources. It rise the question that how to store this 
large data efficiently as well as how to perform queries on it 
efficiently. Cloud storage resources can be used to solve these 
issues as it provides flexible, on demand and low cost services. 
Thus many enterprises, individuals i.e. Data Owner (DO) 
outsource their data on cloud storage and can get their 
information of interest by asking the Cloud Service Provider 
(CSP) to search the outsourced data.There are three main 
entities in such cloud system, which are Data Owner (DO), 
Cloud Service Provider (CSP) and User.Operations among 
data owner, cloud service provider, and user are collaborative 
due to which many security and privacy issues need to be 
consider. Three such issues are anonymous identity of data 
owner, verification of query result for user and non
of query transaction for cloud service provider. 
some researches have been done related to the query answer 
authentication over the data that is outsourced. But none of the 
research satisfies the above mentioned issues simultaneously. 
Data owners’ requirement of anonymity conflicts with the 
trustiness of data source authentication.  
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ABSTRACT 

Uploading anonymous data over untrustworthy cloud service providers (CSP), the privacy and 
security concerns emerge over the authenticity of the query answer and the leakage of the Data Owner 
(DO) identity. Providing signature of data owner is always a good solution but the signatures can 
reveal identity of data owner. In this paper we try to review some techniques and methods which can 
be used collaboratively to satisfy the aforementioned requirements. These techniques are ring 
signature scheme for anonymous data upload, Merkel Hash Tree (MHT) for data authentication and 

repudiable service protocol using online trusted authority (TA). To protect trading behavior 
between the user and the cloud service provider, non-repudiation protocol is used during 
transmission of the query answer and the verification object (VO).

Prashant N. Chatur. This is an open access article distributed under the 
reproduction in any medium, provided the original work is properly cited.

With the advances in wireless networks and Internet of Things 
(IoT), large amount of data is collected. As time goes, this fast 
growing data become hard to store due to weak storage and 
computing resources. It rise the question that how to store this 

data efficiently as well as how to perform queries on it 
efficiently. Cloud storage resources can be used to solve these 
issues as it provides flexible, on demand and low cost services. 
Thus many enterprises, individuals i.e. Data Owner (DO) 

ir data on cloud storage and can get their 
information of interest by asking the Cloud Service Provider 
(CSP) to search the outsourced data.There are three main 
entities in such cloud system, which are Data Owner (DO), 

.Operations among 
data owner, cloud service provider, and user are collaborative 
due to which many security and privacy issues need to be 
consider. Three such issues are anonymous identity of data 
owner, verification of query result for user and non-repudiation 
of query transaction for cloud service provider.  At present, 
some researches have been done related to the query answer 
authentication over the data that is outsourced. But none of the 
research satisfies the above mentioned issues simultaneously. 

ta owners’ requirement of anonymity conflicts with the 
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To solve the aforementioned security and privacy requirements 
simultaneously, a novel scheme has been proposed in 
2017), in which various methods are used. Like ring signature 
scheme is used to satisfy anonymity requirement of data 
owner, Merkel Hash Tree (MHT) is used to satisfy trustiness 
authentication of data source. And also non
protocol with offline Trust Authority (TA) is used to satisfy 
non-repudiation of services between user and cloud service 
provider. The offline TA is used so that it should not 
intervenes the transaction until both user and CSP have correct 
behavior. This paper mainly focuses on non
service provided by above mentioned scheme, in which offline 
TA let one of the party in transaction i.e.
break the protocol and deny to be served (in case of user) or 
charge for service which is not given to user (in case of 
CSP).In the proposed scheme offline TA is replaced with the 
online TA, so that now it actively takes part in the 
Due to online TA the proposed scheme tries to avoid the 
incorrect behavior of user or CSP, instead of letting it happen 
and then try to resolve.  
 
BACKGROUND 
 
The query answer authentication system consist of four entities 
CSP, DO, user and TA as shown in Figure 1.
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Uploading anonymous data over untrustworthy cloud service providers (CSP), the privacy and 
security concerns emerge over the authenticity of the query answer and the leakage of the Data Owner 

good solution but the signatures can 
reveal identity of data owner. In this paper we try to review some techniques and methods which can 
be used collaboratively to satisfy the aforementioned requirements. These techniques are ring 

ymous data upload, Merkel Hash Tree (MHT) for data authentication and 
repudiable service protocol using online trusted authority (TA). To protect trading behavior 

repudiation protocol is used during the 
transmission of the query answer and the verification object (VO). 
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Fig. 1. The cloud system model with non-repudiation service 
 
In this system DO is producer of data, CSP provide services to 
user, user request data to CSP and TA is used to provide non 
repudiation of service between CSP and user. This system 
assumes that the CSP is untrustworthy. When DO uploads data 
to cloud, it completely loses control over uploaded data. The 
uploaded data can be lost, altered or tampered by the CSP or 
may be by the attackers. Therefore user can suspect about the 
authentication, completeness and trustiness of the query 
answer provided by the CSP. DO want to upload his data over 
cloud, but CSP is untrustworthy. Therefore DO generate a 
merkel hash tree (MHT) using collision resistant hash function. 
The leaf nodes of the tree contains the hash value if the data. 
Then select some nodes of this hash tree as key nodes (KN), 
which signed using ring signature scheme. The ring signature 
scheme uses n DOs to generate digital signature so that the 
identity of the original DO is hidden. The merkel hash tree and 
signed key nodes are used calculate verification object (VO), 
which is used to verify the authenticity of the data by the user. 
When CSP receive a query from user, it calculates the Result 
(R) and Verification Object (VO) and sends them to the user in 
response to query. This VO is used to verify the result R by 
user. If there are no network errors and no incorrect behavior 
of CSP and user then Trusted Authority (TA) does not involve 
in the transaction. But if any network error occurs or if CSP 
and user any one has incorrect behavior then TA can solve the 
dispute between them by presenting appropriate evidences. TA 
can solve the dispute by following the abort or recovery 
protocol accordingly. 
 
Different techniques used in query answer authentication 
 
Different techniques are used to satisfy different requirements 
of the system such as Anonymous data upload, Query answer 
authentication and Non-repudiation of services. 
 
Anonymous Data Upload 
 
Anonymous data upload techniques mainly aims to hide the 
identity of the data uploader. The origin of anonymous data 
uploading is k-anonymity model, which was proposed by 
Samarati P. and Sweeney L. in 1998 (Samarati, 1998). 
Afterwards some new techniques discovered such as l-
diversity model (Machanavajjhala, 2007), t-closeness model 
(Li, 2007) and some data models with anonymity (Aggarwal, 
2008; Ren et al., 2012). All these techniques require that data 
publisher must be trusted which is not possible always as CSP 
is data publisher in query answer authentication system. So 
ring signature scheme is introduced, which cutoff the 
correlation between data and data signer which is DO. Also 
this scheme guarantees the trustiness of the data. The first ever 
effective construction of the ring signature scheme was 
proposed by Rivest, Shamir and Tauman in 2001 (Rivest, 
2001).  

Afterwards different variants and constructions have been 
appeared (Chow, 2005; Dodis et al., 2004; Zhang, 2002; 
Huang, 2015; Yang et al., 2015). Using ring signature scheme 
DO can sing the data anonymously and user can check the 
trustiness of the signature without revealing the signer of data 
(Tsang et al., 2010; Bresson et al., 2002; Melchor et al., 2011; 
Yuen, 2013). If ring signature scheme is used directly, DO will 
have to sign the entire data records one by one, which is not 
possible with large data in cloud environment. 
 
Query Answer Authentication 
 
The query answer authentication scheme is used to verify the 
data downloaded as a result of query by the query user. A very 
simple and straight forward approach to do that is to generate 
digital signature for each of the data record in the query result. 
MHT (Merkle, 1989) can be used as an improvement over the 
traditional scheme that can reduce the numbers of digital 
signature to be generate by great extent. The basic idea is to 
replace the signature with the hashvalues in MHT. Basically 
MHT is a binary tree in which each of the internal nodes 
contains the hash value of concatenation of its left and right 
child, and the leaf node contains hash value of the actual data 
value. The data value is considered to be correct because the 
hash value of the tree root is published authentically using 
digital signature. The DO sends the user actual data value and 
the hash value of the sibling nodes that lie in the path from root 
to that data value, to prove the authenticity of the data value. 
The user can recomputed the hash of the root by iteratively 
calculating and concatenating the appropriate hashes and 
verify its correctness by using digital signature of root. The 
collision resistant hash functions and the security of digital 
signature of the hash value of the root node guarantees the 
correctness of the value. MHT is mainly used in query 
authentication over outsourced data (Gan, 2014; Liu et al., 
2015; Wu et al., 2015). MHT has several disadvantages when 
dealing with large data environment. In such cases, constructed 
MHT can be very high and when executing verification, it 
requires user to calculate hash values of complete internal 
nodes to get the hash value the root node. If the digital 
signature of the root node is tampered then all these hash 
calculation will be useless. Also multiple data owners are not 
well supported. 
 
 Non-Repudiation of Services 
 
Non-repudiation of services mainly aims to collect, maintain 
and validate non refutable evidences about the transaction. 
Also make these evidences available whenever there is need to 
solve the dispute between two parties involved in the 
transaction. Dispute occurs when any one party involved in 
transaction is denying that a certain action or event took place. 
In such situations some irrefutable evidences are collected 
during the transaction and presented to resolve any of such 
disagreement. Two types of evidences are generated and 
collected during the stransactions that are evidence of non-
repudiation of origin and evidence of non-repudiation of 
receipt. They work in four separate phases: generation of 
evidence, transferring and storing the evidence, verification of 
evidence and dispute resolution. The first ever fair non-
repudiation protocol was proposed by Zhou J. and Gollmann 
D. in 1996 (Zhou, 1997; Zhou, 1996). Later on, many variants 
of the protocol have appeared which make use of different 
encryption techniques (Yildiz et al., 2016; Li et al., 2015; Wu 
et al., 2013; Feng et al., 2011; Feng et al., 2010; Luo et al., 
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2009; Kremer et al., 2002) such as encryption based on hash 
function, block encryption based on Chinese Remainder 
Theorem, encryption with secret sharing technique, multiple 
block encryption technique, etc.Non-repudiation protocol 
model can be divided into two types based on inclusion of 
Trusted Authority (TA): non-repudiation with TA and non-
repudiation without TA. In non-repudiation without TA, two 
parties exchange the information step by step (Tedrick, 1984; 
Tedrick, 1984). This method cannot be used in cloud services 
because it requires high computing power of communicating 
parties. Non-repudiation protocol model with TA can well 
support the security of the non-repudiation services. In non-
repudiation protocol with TA, there can be three types of TA 
online TA, inline TA and offline TA (Kremer, 2002). 
 
Conclusion 
 
In this paper we have made survey on query answer 
authentication and various techniques that have been used in 
the system. We also identify the some issues and drawbacks of 
these techniques when used in cloud environment. From the 
above discussion we can conclude that if some little changes 
are made in MHT, ring signature and non-repudiation with TA 
techniques they can be used in cloud storage system. 
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