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ARTICLE INFO ABSTRACT

On transparencies or are encoded and stored in a digital form, conventional visual secret sharing
(VSS) schemes hide secret images in shares that are either printed. But it will arouse suspicion and
increase interception risk during transmission of the shares, the shares can appear as noise-like pixels
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based VSS scheme that shares secret images via various carrier media. The proposed (n, n) - NVSS
Key words: scheme can share one digital secret image over n - 1 arbitrary selected natural images and one noise-

Visual secret sharing scheme, like share. In di.gita! form or. in printed form, the natural shares can be photos or hand-painted
Extended visualcryptography scheme, pictures. The pmse-hke share'ls .gener.ated based on these natural shares and the secret image. Thus
natural images, greatly reducing the transmission risk problem, the unaltered natural shares are diverse and
Transmission risk innocuous. We also propose possible ways to hide the noise like share to reduce the transmission risk
problem for the share. Experimental results indicate that the proposed approach is an excellent
solution for solving the transmission risk problem for
the VSS schemes.
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Fig. 1. Generalized block diagram of the encryption and
decryption process of the (n, n) - NVSS scheme.
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Related Work

Reducing the pixel expansion and improving the display
quality of recovered images are still major issues in visual
cryptography schemes (VCSs), particularly for large k& and n.
Moreover, the development of a systematic and practical
approach for threshold VCSs is a challenge. In this paper, a
pixel-expansion-free threshold VCSs approach based on an
optimization technique is proposed in order to encrypt binary
secret images. In addition to contrast, we consider blackness as
a performance metric in the evaluation of the display quality of
recovered images. We first formulate the problem as a
mathematical optimization model in order to maximize the
contrast of recovered images that are subject to density-balance
and blackness constraints. We then develop a simulated-
annealing-based algorithm to solve this problem. Furthermore,
we try to promote the contrast by slightly relaxing the density-
balance constraint. The experimental results show that the
proposed optimization-based approach significantly
outperforms previous methods in terms of both the pixel
expansion factor and the display quality of recovered images.

Conventional visual cryptography (VC) suffers from a pixel-
expansion problem, or an uncontrollable display quality
problem for recovered images, and lacks a general approach to
construct visual secret sharing schemes for general access
structures. We propose a general and systematic approach to
address these issues without sophisticated codebook design.
This approach can be used for binary secret images in non-
computer-aided decryption environments. To avoid pixel
expansion, we design a set of column vectors to encrypt secret
pixels rather than using the conventional VC-based approach.
We begin by formulating a mathematic model for the VC
construction problem to find the column vectors for the optimal
VC construction, after which we develop a simulated-
annealing-based algorithm to solve the problem. The
experimental results show that the display quality of the
recovered image is superior to that of previous papers.

Visual secret sharing (VSS) scheme is a perfectly secure
method to divide a secret image into several noise-like shadow
images by splitting a secret pixel into black and white sub
pixels. Unlike other secret sharing schemes, the VSS scheme
can be easily decoded by the human visual sight when staking
shadow images. However, noise-like shadows are unusual and
suspected by censors when delivered by e-mail or fax. Also,
noise-like shadows are difficult to identify and manage when
distributed. The problem was solved by adding the extended
capability, a meaningful shadow image, in the so-called
extended visual secret sharing (EVSS) scheme. In this paper,
we present a new EVSS scheme by using gray and white sub
pixels to represent the secret pixel. Our proposed scheme still
has the capability of visually revealing the secret image by
stacking shadow images without the help of hardware and
complex computation. When compared to the previous EVSS
scheme, our new scheme has less number of sub pixels to
represent a secret pixel and the clearer shadow images.
Conventional visual secret sharing schemes generate noise-like
random pixels on shares to hide secret images. It suffers a
management problem, because of which dealers cannot visually
identify each share. This problem is solved by the extended
visual cryptography scheme (EVCS), which adds a meaningful

cover image in each share. However, the previous approaches
involving the EVCS for general access structures suffer from a
pixel expansion problem. In addition, the visual cryptography
(VC)-based approach needs a sophisticated codebook design
for various schemes. In this paper, we propose a general
approach to solve the above- mentioned problems; the
approach can be used for binary secret images in no computer-
aided decryption environments. The pro- posed approach
consists of two phases. In the first phase, based on a given
access structure, we construct meaningless shares using an
optimization technique and the construction for conventional
VC schemes. In the second phase, cover images are added in
each share directly by a stamping algorithm. The experimental
results indicate that a solution to the pixel expansion problem
of the EVCS for GASs is achieved. Moreover, the display
quality of the recovered image is very close to that obtained
using conventional VC schemes.

Halftone visual cryptography (HVC) enlarges the area of visual
cryptography by the addition of digital half toning techniques.
In particular, in visual secret sharing schemes, a secret image
can be encoded into halftone shares taking meaningful visual
information. In this paper, HVC construction methods based on
error diffusion are proposed. The secret image is concurrently
embedded into binary valued shares while these shares are
halftone by error diffusion-the workhorse standard of half
toning algorithms. Error diffusion has low complexity and
provides halftone shares with good image quality. A
reconstructed secret image, obtained by stacking qualified
shares together, does not suffer from cross interference of share
images. Factors affecting the share image quality and the
contrast of the reconstructed image are discussed. Simulation
results show several illustrative examples.

Conclusion

The paper proposes a VSS scheme, (n, n) - NVSS scheme, that
can share a digital image using diverse image media. The
media that include » - 1 randomly chosen images are unaltered
in the encryption phase. Therefore, they are totally innocuous.
Regardless of the number of participants 7 increases, the NVSS
scheme uses only one noise share for sharing the secret image.
Compared with existing VSS schemes, the proposed NVSS
scheme can effectively reduce transmission risk and provide
the highest level of user friendliness, both for sharesand for
participants. This study provides four major contributions.
First, this is the first attempt to share images via heterogeneous
carriers in a VSS scheme. Second, we successfully introduce
hand-printed images for image-sharing schemes. Third, this
study proposes a useful concept and method for using unaltered
images as shares in a VSS scheme. Fourth, we develop a
method to store the noise share as the reversible data hiding.
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